
Repositories are designed to respect your privacy. They never know what you are searching for.
The client synchronises (copies) the repository's entire file or mapping list to its internal database,
and does its own searches over those internal caches, all on your hard drive. It never sends search
queries outside your own computer, nor does it log what you do look for. Your searches are your
business, and no-one else's.

The PTR has a public shared access key. You do not have to contact anyone to get the key, so no
one can infer who you are from it, and all regular user uploads are merged together, making it all a
big mess. The PTR is more private than this document's worst case scenarios.

The only privacy risk for hydrus's repositories are in what you upload (ultimately by using the
pending menu at the top of the program). Even then, it would typically be very difficult even for an
admin to figure anything about you, but it is possible.

Repositories know nothing more about your client than they can infer from what you choose
upload, and the software usually commands them to forget as much as possible as soon as
possible. Specifically:
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i.e:

 

If you download anything from any repository, your accessing it will not be recorded. A
running total of your approximate bandwidth and number of queries made for the current
month is kept so the respective administrator can combat leechers.

Privacy

privacy

https://hydrusnetwork.github.io/hydrus/help/privacy.html#intro


If you upload a mapping to a tag repository, your anonymous account is linked so the
administrator can quickly revoke all of a rule-breaker's contributions. Your IP address is
forgotten.
If you upload a file to a file repository, your anonymous account is linked so the
administrator can quickly revoke all of a rule-breaker's contributions. Your IP may be
recorded, depending on whether the repository's administrator has decided to enable ip
upload-logging or not.

 

Furthermore:

 

Administrators for a particular repository can see which accounts uploaded what. If IP
addresses are available, they can discover which IP uploaded a particular file, and when.
Repositories do not talk to each other.
All accounts are anonymous. Repositories do not know any of their accounts' access keys
and cannot produce them on demand; they can determine whether a particular access
key refers to a particular account, but the access keys themselves are all irreversibly
hashed inside the repository database.

 

As always, there are some clever exceptions, mostly in servers between friends that will just have a
handful of users, where the admin would be handing out registration keys and, with effort, could
pick through the limited user creation records to figure out which access key you were. In that
case, if you were to tag a file three years before it surfaced on the internet, and the admin knew
you are attached to the account that made that tag, they could infer you most likely created it. If
you set up a file repository for just a friend and yourself, it becomes trivial by elimination to guess
who uploaded the NarutoXSonichu shota diaper fanon. If you sign up for a file repository that hosts
only certain stuff and rack up a huge bandwidth record for the current month, anyone who knows
that and also knows the account is yours alone will know basically what you were up to.

The PTR has a shared access key that is already public, so the risks are far smaller. No one can
figure out who you are from the access key.

Note that the code is freely available and entirely mutable. If someone wants to put the time in,
they could create a file repository that looks from the outside like any other but nonetheless logs
the IP and nature of every request. As with any website, protect yourself, and if you do not trust an
admin, do not give them or their server any information about you.

Even anonymised records can reveal personally identifying information. Don't trust anyone on any
site who plans to release internal maps of 'anonymised' accounts -> content, even for some
benevolent academic purpose.
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